This Page is Inserted by IFW MexlMg mi 3mmim 
Operatloiis and is not part of the Official Record 

BEST AVAILABLE IMAOKS 

Defective images within this dociHnent ^e acetate f^iMresetitetioM eiAe ©niii^ 
documents submitted by the apphcant. 

Defects in the images include but are not limited to the items ckecked: 

□ black BORDERS 

□ IMAGE CUT OFF AT TOP, BOTTOM OR SIDES 

□ FADED TEXT OR DRAWING 

□ BLURRED OR ILLEGIBLE TEXT OR DRAWING 

□ SKEWED/SLANTED IMAGES- ^ 

□ COLOR OR BLACK AND WHITE PHOTOGRAPHS 

□ GRAY SCALE DOCUMENTS 

□ LINES OR MARKS ON ORIGINAL DOCUMENT 

□ ME]FERENCE(S) OR EXHIBIT(S) SUBMITTED ARE POOR QUALITY 

□ OTHER: — " ~~" 

IMAGES ARE BEST AVAILABLE COPY^ 
As rescEfflitlng these docwueiits will not correct the image 
proMems checked, please do not report these proWems to 
the IFW Image ProMem MailboXo 



This Page Blank luspto) 



H iis Page Blank |uspto] 



WORLD rNTELLECTUAL PROPERTY ORGANIZATION 
International Bureau 




per 

INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT) 



(51) International Patent Classification 5 ; 
G06F9/46 



Al 



(II) International Publication Number: WO 94/03855 

(43) International Publication Date: 17 February 1994 (17 02.94) 



(21) International Application Number: PCT/ FI 9 3/00304 

(22) International Filing Date: 28 July 1993 (28.07.93) 



(30) Priority data: 

923430 



29 July 1992(29,07.92) 



FI 



(71) Applicant (for all designated States except US): NOKIA TE- 

LECOMMUNICATIONS 6Y[FI/FI]; Makkylan puis- 
totie 1, FIN-02600 Espoo (FI). 

(72) Inventor; and 

(75) Inventor/Applicant (for US only) : SYVANIEMI, Martti 
[FI/FI]; Nissnikuntie 1 B 8, FIN-02430 Masala (FI). 

(74) Agent: OY KOLSTER AB; Iso Roobertinkatu 23, FIN- 
00121 Helsinki (FI). 



(81) Designated States: AT, AU, BB, BG, BR, BY, CA, CH, 
CZ, DE, DK, ES, FI, GB, HU, JP, KP, KR, KZ, LK, 
LU, MG, MN, MW, NL, NO, NZ, PL, PT, RO, RU, 
SD, SE, SK, UA, US, VN, European patent (AT, BE, 
CH, DE, DK, ES, FR, GB, GR, IE, IT, LU, MC, NL, 
PT, SE), OAPI patent (BF, BJ, CF, CG, CI, CM, GA, 
ON, ML, MR, NE, SN, TD, TG), 



Published 

With international search report. 



■ ! . 

(54) Title: METHOD FOR MANAGING RESOURCES ALLOCATED IN A COMPUTER 




(57) Abstract 

The invention relates to a method for managing resources allocated in a computer, wherein the allocated resources are 
maintained or released by time monitoring. In the invention, a task controller ( 1 ) is allocated for the management of resources re- 
quired for a task to be executed; the controller (1) allocates resources (3, 4) required to execute the task; the controller starts time 
monitoring in each resource; if required by the task, the controller renews the resource allocations before the expiry of the respec- 
tive time monitoring periods; and the controller (I) releases all resources allocated for the task after the completion of the task. 



FOR THE PURPOSES OF INFORMATION ONLY 



Codes used lo identify States party to the PCT on the front pages of pamphlets publishing international 
applications under the PCT. 



AT Austria 

AU Austratia 

BB Barbados 

BE Belgium 

BP Burkina Faso 

BG Bulgaria 

BJ Benin 

BR Brazil 

BY Belarus 

CA Canada 

CF Central African Republic 

CC Congo 

CH Switzerland 

CI C6tc d'lvoire 

CM Cameroon 

CN China 

OS Czechoslovakia 

CZ Czech Republic 

DB Germany 

DK Denmark 

BS Spain 

PI Finland 



FR 


France 


MR 


Mauritania 


GA 


Gabon 


MW 


Malawi 


GB 


United Kingdom 


NE 


Niger 


GN 


Guinea 


NL 


Netherlands 


GR 


Greece 


NO 


Norway 


HU 


Hunp,;)' • 


NZ 


New Zealand 


IE 


Ireli!;. : 


PL 


Poland 


IT 


Iialv 


PT 


Portugal 


JP 




RO 


Romania 


KP 


Dv:: : uic People's Republic 


RU 


Russian Federation 




of Ivd 


SO 


Sudan 


KR 


Repot :.c of Korea 


SE 


Sweden 


KZ 


KazakhUan 


SI 


Slovenia 


LI 


Uecbtenstetn 


SK 


Slovak Republic 


LK 


Sri Lanka 


SN 


Senegal 


LU 


Luxembourg 


TD 


Chad 


LV 


Latvia 


TC 


Togo 


MC 


Monaco 


UA 


Ukraine 


MG 


Madagascar 


US 


United Slates of America 


ML 


Mali 


uz 


Uzbekistan 


MN 


Mongolia 


VN 


Viel Nam 



wo 94/03855 



PCr/FI93/00304 



1 

Method for managing resources allocated in a computer 

This invention relates to a method for managing 
resources allocated in a computer, wlnerein the alloc- 
5 ated resources are maintained or released by time 
monitoring. 

The execution of a specific task in a computer 
system often requires co-operation between several 
resources based on recurrent use of the hardware, 

10 software and/or memory resources. The use of resources 
thus refers to the allocation of the parts of the 
computer system for the execution of a specific task, 
no matter whether these parts belong to the hardware, 
computation or memory capacity of the computer. 

15 The resource allocation system has been problem- 

atic in that the known computers do not comprise any 
particularly advanced systems for monitoring allocated 
resources. Especially after the completion of the task 
assigned to the computer, the release of all or some 

20 of the resources may fail for some reason, e.g. due to 
malfunction, a programming error, etc. In practice, 
this problem easily results in that: the system runs 
short of certain kind of resources in the long run, or 
that there are needlessly allocated resources in the 

25 system for long periods of time. This in turn reduces 
the capacity and may finally cause the operation to 
cease if all resources of a certain type have been 
allocated for one or more tasks which have been 
completed a long time ago. 

30 One solution to the problem is offered by fixed- 

time monitoring which can be used in cases where it is 
possible to determine a maximum duration for the task 
to be executed by the resource. The resource is alloc- 
ated for the maximum period of time, after which the 

35 resource releases itself if it has not yet been 
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released. Periodic monitoring has been used for re- 
sources allocated for an indefinite period of time or 
for resources allocated for a very long period of 
time. It is thereby checked intermittently that all 
5 resources in the system have changed tasks. If this 
has not happened, it is checked whether the main task 
is still uncompleted throughout the system, on the 
basis of which the resources are then released or 
maintained unchanged. One application of this proced- 

10 ure is the virtual memory management, in which the 
central memory is divided into pages (resources), and 
the use of different memory pages is monitored during 
the execution of a program. Unused pages are replaced 
with new pages from a mass memory whenever required. A 

15 disadvantage of periodic monitoring is that it loads 
the system and is complicated, as the monitoring pro- 
cedure that checks all allocated resources has to be 
started intermittently, and if the system has to 
operate in parallel with the checking routine, a very 

20 complicated management algorithm will result as new 
resources are allocated all the time while old ones 
are released. In addition, a priority conflict occurs 
in the fixed- time monitoring of long tasks between the 
monitoring frequency and the execution if the average 

25 required allocation time is only a fraction of the 
time required for the entire task so that there occur 
needlessly allocated resources within the time 
monitoring. For instance, the memory pages to be 
replaced in the virtual memory management are not 

30 released until required, i.e. the central memory may, 
in principle, be filled up, which reduces the capacity 
of the system e.g. during the execution of background 
routines which do not use the virtual memory. 

The object of the present invention is to solve 

35 the resource management problems by eliminating 
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resource allocations in cases where the resource 
remains needlessly allocated for an indefinite period 
of time. To achieve this, the method according to the 
invention is characterized by 
5 allocating a task controller for t;he management 

of resources required for a task to be executed; 

allocating by the task controller resources 
required to execute the task; 

starting time monitoring in each resource by 
10 the controller; 

renewing the resource allocations by the 
controller before the expiry of the respective time 
monitoring periods, if required by the task; and 

releasing by the controller all resources 
15 allocated for the task after the completion of the 
task. 

The task controller according to the invention 
thus operates so that when it allocates a resource for 
the execution of a specific task, it also requests the 

20 resource to start the time monitoring itself for a 
period of time which is either equal to the maximum 
allocation time when this suits the nature of the 
task, or with a resource to be allocated for an in- 
definite period of time, the allocation time depends 

25 on the distribution of use so that e.g. 90% of all 
cases (on a statistical basis) are processed within 
the allocation time. The method according to the 
invention is suitable for the management of both 
hardware resources (HW) and software resources (SW, 

30 e.g. memory buffers). The method is very reliable in 
operation as its operability is based on time monitor- 
ing, and all error situations can be handled simply by 
a restart. The method according to the invention is 
also operative in an environment in which communica- 

35 tion between different resources is unreliable. The 
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method supports well the modern modular and object- 
oriented programming methods. 

Other preferred embodiments of the method 
according to the invention are characterized by what 
5 is disclosed in the accompanying claims. 

In the following the invention will be described 
by means of examples with reference to the attached 
drawings, in which 

Figures la to Ic illustrate the resource manage- 
10 ment sequence of the method according to the invention 
in a normal case; 

Figure 2 illustrates the renewal of a resource 
allocation; and 

Figures 3a to 3c illustrate various resource 
15 allocation release situations. 

In Figure la, a computer system, such as a 
centrral unit 2, i^e. the external environment from the 
viewpoint of a task to be executed, allocates a con- 
troller 1 for the task. The controller may be a hard- 
20 ware or memory area resource capable of controlling 
other resources in a co-ordinated manner . The con- 
troller may be scheduled to release itself sponta- 
neously after the expiry of a fixed time if the 
external environment 2 does not separately renew it, 
25 or it may be releasable by the external environment 2 
only . 

In Figure lb, the controller 1 allocates re- 
quired resources from the computer system; in this 
specific case, it allocates a read circuit 3 and a 

30 memory buffer 4 of a keyboard (not shown) as hardware 
resources. The task assigned to the controller is thus 
to read characters from the keyboard to the memory 
buffer. Moreover, the controller starts a separate 
time monitoring in the keyboard read circuit and 

35 memory buffer 4. The time monitoring period may vary 
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from one resource to another, being e.g. 60 seconds in 
the read circuit 3 and 120 seconds in the memory 
buffer 4. As mentioned above, the resources can be 
allocated on the basis of the maximum time reserved 
5 for the task or on the basis of the probable task 
duration. 

After this the time monitoring of the resources 
. does not strain the controller or any other part of 
the computer system but each resource monitors itself 

10 in this respect. Time monitoring can be realized e.g. 
by a simple time counter program which is attached to 
the program controlling the operation of each resource 
or is activated in the program or hardware resource. 

In Figure Ic, the system executes a given task 

15 by using the allocated resources, and after the task 
is completed, all resources are released immediately. 
Communication with the resources takes place via the 
controller 1. If the controller has been allocated for 
a fixed period of time, its possible renewal has to 

20 take place here, prior to the release of the con- 
troller ' s own time monitoring . 

Figure 2 shows a case in which the renewal of a 
resource is required to complete the task. If the 
resources allocated in Figure lb have been allocated 

25 for 50 seconds, and the task has not yet been com- 
pleted, the controller 1 renews the allocation of the 
read circuit 3 by a renewal request a for another 60 
seconds. The buffer 3 thereby acknowledges (arrow b) 
the further allocation to the controller, or does not 

30 accept/does not respond to the renewal request so that 
the controller can also release itself. 

The hand-shaking according to the invention 
ensures that the resources remain needlessly allocated 
for no more than the duration of the time monitoring 

35 of the particular resource. The resource is released 
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on the basis of the time monitoring only when it is 
not released by the controller after the completion of 
the task, i.e. when the resource might otherwise 
remain allocated for an indefinite period of time; 
5 the renewal of allocation is required only seldom, 
depending on the given use distribution parameters, 
e.g. in 10% of all cases. Accordingly, the resource 
management binds very little capacity in the method 
according to the invention. 

10 The minimizing of the duration of the time 

monitoring and the minimizing of the number of renewal 
requests are mutually contradictory objectives depend- 
ing on the reliability of the system and the available 
capacity, whereby the required compromise is deter- 

15 mined by parametrization, i.e. fixed parameters 
specific to the central unit, or computed parameters 
optimized for each task, for instance. 

Correspondingly, the allocation of the memory 
buffer 4 in Figure 2 is renewable, if required, after 

20 110 seconds from the start of the task. After the 
renewal of the allocation one returns to the situation 
shown in Figure Ic to wait for the completion of the 
task. 

Figure 3a shows a situation in which a system 
25 part (in this specific case the read circuit 3) is 
damaged and/or incapable of communication. The follow- 
ing renewal request a of the allocation of the task 
controller 1 thereby fails (the acknowledgement b will 
not be received), and so the controller 1 releases 
30 itself, possibly after having sent an indication c of 
the failure of the task to its starter (the central 
unit ) . 

In the situation shown in Figure 3b the fixed- 
time monitoring at the memory buffer 4 is released, 
35 and the memory area is freed. This situation typically 
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results from the hardware failure described in con- 
nection with Figure 3a or from the malfunction of the 
controller. Accordingly, all resources are released 
when the respective time monitorings are released even 
5 though the communication between the resources would 
be unreliable. 

Figure 3c shows a case in which the task con- 
troller fails or its allocation for a prede-^ermined 
time is not renewed so that it is released. Thereafter 

10 all other allocated resources are released in accord- 
ance with their own time monitoring procedures if 
there are no renewal requests. 

It is obvious to one skilled in the art that the 
different embodiments of the invention are not limited 

15 to the illustrating embodiments described above but 
they may vary within the scope of the attached claims. 
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Claims: 

1. Method for managing resources allocated in a 
computer, wherein the allocated resources are main- 
5 tained or released by time monitoring, charac- 
terized by 

allocating a task controller (1) for the manage- 
ment of resources required for a task to be executed; 

allocating by the task controller ( 1 ) resources 
10 (3, 4) required to execute the task; 

starting time monitoring in each resource by the 
controller; 

renewing the resource allocations by the con- 
troller before the expiry of the respective time 
15 monitoring periods, if required by the task; and 

releasing by the controller ( 1 ) all resources 
allocated for the task after the completion of the 
task- 

2* Method according to claim 1, c h a r a c- 
20 terized in that the task controller ( 1 ) is 
formed as a resource provided with time monitoring* 

3. Method according to claim 1 or 2, char- 
acterized in that when the time monitoring 
period of each resource (1, 3, 4) expires without a 

25 renewal, the resource is released spontaneously. 

4, Method according to claim 1, 2 or 3, char- 
acterized in that the time monitoring period 
of each resource (1, 3, 4) is determined on the basis 
of the maximal execution time of the task. 

30 5. Method according to claim 1, 2 or 3, c h a r- 

acterized in that the time monitoring period 
of each resource (1, 3, 4) is determined on the basis 
of the probable execution time of the task. 
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